Cepis: MpaBo, 2023 p., Ne 3 (81)

UDC 347.73
DOI https://doi.org/10.32782/1813-338X-2023.3.15

M. S. Utkina

PhD (Candidate of Legal Sciences), Associate Professor,
Senior Lecturer of the Department of Criminal

and Legal Disciplines and Procedures,

Sumy State University (Ukraine),

Research Fellow, School of Law, University of Warwick
(the United Kingdom of Great Britain and Northern Ireland)
https://orcid.org/0000-0002-3801-3742

FOREIGN EXPERIENCE OF ORGANISING STATE
FINANCIAL MONITORING'

The purpose ofthe research is to provide foreign experiences in organising state financial monitoring
according to the best practices of countries. It aims to analyse and compare the approaches taken by
different countries, highlighting the key institutions, regulations, and achievements in their respective
systems; to contribute to the understanding of effective practices and inspire improvements in
organising state financial monitoring.

Methods. The methodological basis of the work is general scientific and unique methods
and methods of scientific knowledge. In particular, the author used the methods of classification
and grouping to classify and rank the investigated legal category “financial intelligence unit”. The
comparative legal method became the basis in the context of analysing the researched issues in
Ukraine and foreign countries. Structural and functional analysis methods were used to identify
and characterise the powers of financial monitoring subjects.

Results. In the article, the author defined some general aspects to consider organising
the procedure of financial monitoring: (1) legal and regulatory framework; (2) reporting and record-
keeping; (3) customer due diligence (CDD); (4) risk-based approach; (5) technology and data
analytics; (6) training and awareness; (7) collaboration and information sharing; (8) enforcement
and penalties; (9) international cooperation; (10) reqular assessments and updates. It was outlined
that each country has unique considerations and requirements based on its legal and regulatory
framework. It was noted that the Egmont Group envisages the existence of four possible models
of financial intelligence units: (1) judicial; (2) law enforcement; (3) administrative; (4) hybrid. The
author singled out the features of building national financial monitoring systems in foreign countries.
In particular, the United Kingdom of Great Britain and Northern Ireland, the United States of America,
Japan, eftc.

Key words: European Union, information sharing, financial intelligence unit, financial monitoring,
foreign experience.

Introduction. In an increasingly interconnected
global economy, adequate financial monitoring
systems have become paramount for govern-
ments worldwide. The ability to detect and prevent
financial crimes, such as money laundering, terror-
ist financing, and corruption, is crucial for maintain-
ing the integrity of national economies and protect-
ing the global financial system. This article aims
to introduce the foreign experience of organising
state financial monitoring. It explores foreign coun-
tries' approaches to establishing robust systems to
track, analyse, and regulate financial transactions.

In such cases, by examining various international
(foreign) models, one can be gained insights into
best practices and adapt them into domestic leg-
islation and practice to suit their unique needs
and challenges.

The purpose of the research. The purpose
of the research is to provide foreign experiences
in organising state financial monitoring according
to the best practices of countries. It aims to ana-
lyse and compare the approaches taken by dif-
ferent countries, highlighting the key institutions,
regulations, and achievements in their respec-
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tive systems; to contribute to the understanding
of effective practices and inspire improvements in
organising state financial monitoring.

The methodology. The methodological basis
of the work is general scientific and unique methods
and methods of scientific knowledge. In particu-
lar, the author used the methods of classification
and grouping to classify and rank the investigated
legal category “financial intelligence unit’. The
comparative legal method became the basis in
the context of analysing the researched issues in
Ukraine and foreign countries. Structural and func-
tional analysis methods were used to identify
and characterise the powers of financial monitor-
ing subjects.

General aspects organising financial moni-
toring regardless of the country.

Effective financial monitoring plays a vital role
in safeguarding the stability and transparency
of a nation’s financial sector. It enables govern-
ments to combat illicit activities that threaten
the integrity of the economy and national secu-
rity. By implementing comprehensive monitoring
mechanisms, states can identify and deter money
laundering, the financing of terrorism, tax evasion,
and other forms of financial crime. Organising
financial monitoring is essential for ensuring trans-
parency, accountability and preventing financial
crimes such as money laundering and terrorist
financing. Many countries have established sys-
tems and regulations to monitor financial activities
effectively. It's important to note that specific regu-
lations and practices varies between countries.

According to the Egmont Group [1], which
unites the so-called financial intelligence in dif-
ferent countries of the world, financial intelli-
gence units (FIUs) are national centres to receive
and analyse information on suspicious or unusual
financial activities from subjects of the financial
industry, and other authorities obliged to report
(notify) suspicious transactions that may con-
stitute a money-laundering procedure. It should
also be noted that the Egmont Group foresees
the existence of four possible models of financial
intelligence units: (1) judicial; (2) law enforcement;
(3) administrative; (4) hybrid.

It should be noted that some general aspects
to consider in organising the procedure of financial
monitoring can be listed as follows:

(1) legal and regulatory framework. Establish
a clear legal and regulatory framework that outlines
the requirements and obligations of financial insti-
tutions and other relevant entities. This framework
should include laws and regulations related to anti-
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money laundering (AML), counter-terrorist financ-
ing (CTF), and other financial crimes. According to
the Financial Services Future Regulatory Frame-
work Review [2], the framework should provide
a clear and trusted long-term foundation for effec-
tive regulation;

(2) reporting and record-keeping. Define report-
ing obligations for financial institutions to report
suspicious transactions, large cash transactions,
and other relevant activities. Specify the types
of records that need to be maintained and the dura-
tion for which they should be retained;

(3) customer due diligence (CDD). Implement
robust CDD measures to verify the identity of cus-
tomers, assess their risk profile, and monitor their
transactions. This includes conducting enhanced
due diligence for high-risk customers and politically
exposed persons (PEPs). For example, the Money
Laundering, Terrorist Financing and Transfer
of Funds [3] outline the requirements that account-
ants must apply in respect of CDD. Accountants
must be vigilant and practice good CDD;

(4) risk-based approach. Adopt a risk-based
approach to prioritise resources and efforts
based on the level of risk associated with differ-
ent customers, transactions, and jurisdictions.
This approach allows for more efficient alloca-
tion of resources to focus on higher-risk areas.
The risk-based approach is central to the effec-
tive implementation of the FATF Recommenda-
tions. It means that countries, competent author-
ities, and banks identify, assess, and understand
the money laundering and terrorist financing risk
to which they are exposed, and take the appro-
priate mitigation measures in accordance with
the level of risk [4];

(5) technology and data analytics. Leverage
technological solutions and data analytics tools to
enhance the effectiveness and efficiency of finan-
cial monitoring. Implement systems for transaction
monitoring, data analysis, and pattern recognition
to identify suspicious activities;

(6) training and awareness. Provide compre-
hensive training to relevant personnel, including
staff at financial institutions and regulatory author-
ities, to enhance their knowledge and understand-
ing of AML/CTF regulations, detection techniques,
and reporting obligations;

(7) collaboration and information sharing. Fos-
ter collaboration and information sharing among
regulatory authorities, law enforcement agencies,
and financial institutions to facilitate the exchange
of intelligence and enhance the detection and pre-
vention of financial crimes;
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(8) enforcement and penalties. Establish
a system for enforcement and penalties to ensure
compliance with financial monitoring regulations.
Define appropriate penalties for non-compli-
ance and establish mechanisms for monitoring
and assessing compliance levels;

(9) international cooperation. Engage in inter-
national cooperation and exchange of information
with other countries to combat cross-border finan-
cial crimes effectively. Participate in international
initiatives, such as the Financial Action Task Force
(FATF), to align with global standards and best
practices;

(10) regular assessments and updates. Conduct
periodic assessments and reviews of the financial
monitoring framework to identify areas for improve-
ment and adapt to evolving risks and challenges.
Stay updated with emerging trends and technolo-
gies to ensure the effectiveness of financial moni-
toring measures.

These general aspects provide a foundation
for organising financial monitoring, regardless
of the specific country or jurisdiction. However, it's
important to remember that each country may have
unique considerations and requirements based on
its legal and regulatory framework. To date, a sig-
nificant variety of organisations have been cre-
ated, dealing with corruption, terrorist financing,
illegal withdrawal of funds offshore, etc. However,
despite the considerable diversity of the organ-
isation for combating illegal money laundering,
not all countries cooperate with these institutions
and take measures to counter the diminution
of the economy. The main drawback of this three-
level system (national, regional, and supranational
level) is the absence of a single control body,
the scope of which would extend to all the coun-
tries of the world without exception [6, p. 178].

Ukraine

In Ukraine, the State Financial Monitoring Ser-
vice of Ukraine [5], the central body of executive
power that directly implements the state policy
in this area, is prominent in combating the legal-
isation of criminally obtained income. It operates
as an independent state authority responsible for
combating money laundering, terrorist financing,
and other financial crimes. Analogous or simi-
lar organisations operate in over 100 countries
and have the common name Financial Intelligence
Units (FIU).

Ukraine imposes financial monitoring obliga-
tions on various entities, including financial insti-
tutions, lawyers, accountants, real estate agents,
and precious metals and stone dealers. These

entities are required to implement customer due
diligence measures, report suspicious transac-
tions, and maintain records as per the regulations.

The United States of America

The highest level of the organisation of finan-
cial monitoring and the strictest terms of punish-
ment for violating the law in the field of legalisa-
tion of income in the USA State executive bodies
that control the activities of the financial sphere in
the USA include:

(1) Unites States Financial Crimes Enforce-
ment Network — FInCEN;

(2) Internal Revenue Service;

(3) United States Customs and Border Protec-
tion;

(4) Unites States Secret Service;

(5) United States Department of the Treasury;

(6) Office of the Comptroller of the Currency;

(7) United States Department of Justice (DOJ,
Justice Department);

(8) Federal Bureau of Investigation and other
authorised authorities.

FinCEN is responsible for collecting and ana-
lysing financial intelligence to combat money
laundering and other financial crimes. It requires
financial institutions to report certain transactions
and maintain records to detect suspicious activi-
ties. It serves as the financial intelligence unit for
the United States. It receives, analyses and dis-
seminates financial intelligence obtained from
various sources, including financial institutions,
money services businesses, and other reporting
entities, processes suspicious activity reports
and supports investigations by providing valua-
ble insights and information to law enforcement
agencies.

The Office of Terrorism and Financial Intelli-
gence (TFIl) marshals the Treasury Department's
policy, enforcement, regulatory, and intelligence
functions to sever the lines of financial support to
international terrorists, WMD proliferators, narcot-
ics traffickers, money launderers, and other threats
to our national security [7].

The United Kingdom of Great Britain
and Northern Ireland

The UK Financial Intelligence Unit has national
responsibility for receiving, analysing, and dissem-
inating intelligence submitted through the Suspi-
cious Activity Reports regime, to share with law
enforcement agencies at home and internationally.
The UK Financial Intelligence Unit sits at the heart
of the regime, providing the gateway to reporters
and a repository of data to inform law enforce-
ment [8].
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Part 7 of the Proceeds of Crime Act 2002
(POCA) [9] requires financial institutions and busi-
nesses in the regulated sector to report any suspi-
cions about criminal property or money laundering
to the UK Financial Intelligence Unit, which is part
of the National Crime Agency. Even if a person is
not in the regulated sector, they must report any
suspicions if they come across any suspicious
activity through their trade, business, or profession.

According to the final impact assessment,
the UK Financial Intelligence Unit was assessed
by the Financial Action Taskforce as only partially
compliant in its ability to seek all information it
requires from regulated businesses to perform its
analytical functions. This was because the infor-
mation order power has never been tested. Under
the existing legislation, an information order can
only be made if there is a pre-existing Suspicious
Activity Report. The Government seeks to legislate
to introduce new powers to allow an information
order to be made without a pre-existing Suspi-
cious Activity Reports, to enable the UK Financial
Intelligence Unit to perform its analytical functions
and align it with international standards [10].

Canada

In Canada, financial intelligence plays a cru-
cial role in combating money laundering, terrorist
financing, and other financial crimes. Financial
intelligence involves collecting, analysing, and dis-
seminating financial information to identify suspi-
cious activities and support investigations.

Financial Transactions and Reports Analysis
Centre of Canada (FINTRAC) is Canada’s finan-
cial intelligence unit responsible for collecting,
analysing, and disclosing financial intelligence
information. FINTRAC receives reports from vari-
ous reporting entities, such as financial institutions,
casinos, money services businesses, and real
estate brokers, regarding certain types of finan-
cial transactions. Like other FIUs, FINTRAC acts
as a clearinghouse for information on the activities
of individuals and organizations under suspicion
of breaching anti-money laundering and counter-
terrorism financing laws and regulations [11]. FIN-
TRAC plays a crucial role in safeguarding the integ-
rity of Canada’s financial system and protecting it
from abuse by criminals and terrorists. Its work
helps to maintain the transparency and security
of financial transactions, contributing to national
and international efforts to combat money launder-
ing and terrorist financing.

Japan

Japan has its own financial intelligence
unit (FIU) called the Japan Financial Intelli-
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gence Centre (JAFIC), which operates under
the oversight of the Financial Services Agency
(FSA) JAFIC was established within the Organ-
ised Crime Department, the Criminal Investi-
gation Bureau of the National Police Agency
on 1st April 2007, when the Act on Prevention
of Transfer of Criminal Proceeds came into
force [12].

Japan Financial Intelligence Centre is in charge
of the following tasks provided in the Act on Pre-
vention of Transfer of Criminal Proceeds [13]:

- collection, arrangement, analysis, and dis-
semination of information on suspicious transac-
tions to investigative authorities etc.;

- dissemination of information to foreign finan-
cial intelligence units;

- provision of information and complement
of supervisory measures by administrative author-
ities to ensure that specified business operators
take required measures.

It also plans and examines the legal system
related to AML/CFT and various measures such as
“the Guideline for Promotion of the Criminal Pro-
ceeds Control” etc. Japan Financial Intelligence
Centre also participates in the discussion of inter-
national standards related to AML measures.

The Commonwealth of Australia

Australia’s financial intelligence is overseen by
the Australian Transaction Reports and Analysis
Centre (AUSTRAC), which operates as the coun-
try's financial intelligence unit (FIU). It is respon-
sible for combating money laundering and ter-
rorism financing in Australia, requires reporting
entities, including banks, casinos, and remittance
services, to report suspicious transactions, large
cash transactions, and international fund transfers.
AUSTRAC also provides guidance and support to
reporting entities to help them meet their obliga-
tions.

AUSTRAC performs a dual role as Austral-
ia’s anti-money laundering and counter-terrorism
financing (AML/CTF) regulator and financial intelli-
gence unit. This dual role helps to build resilience
in the financial system and enables AUSTRAC to
use financial intelligence and regulation to disrupt
money laundering, terrorism financing and other
serious crime [14].

French Republic

France is characterised by an administra-
tive model of financial monitoring, defined by
continental conservatism and a more liberal
character. It has no legally established require-
ments for providing information on financial
transactions if their amount exceeds a specific
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limit, and the criteria for investigating suspi-
cious transactions are motivated by suspicion
regarding financial transactions that have signs
of legalisation of income.

In France, the specialised unit of financial intel-
ligence is TRACFIN. It is a service of the French
Ministry of Finances. TRACFIN contributes to
developing a healthy economy by fighting against
clandestine financial circuits, money laundering
and the financing of terrorism.

TRACFIN is both:

— the French Financial Intelligence Unit (FIU),
within the meaning of the Financial Action Task
Force (FATF), European directives and the Mon-
etary and Financial Code (CMF). In this context,
he is responsible for the fight against clandestine
financial circuits, money laundering and the financ-
ing of terrorism (LCB-FT);

— one of the specialised intelligence services
of the so-called 1st circle community is referred
to in article R. 811-1 of the internal security code
(CSl).

This dual identity is a strong specificity
of the Service, giving it a broad area of expertise
and significant powers of investigation and out-
sourcing [15].

Conclusions. Organising effective state finan-
cial monitoring is a critical undertaking for govern-
ments in combating financial crimes and ensuring
the stability of their economies. Learning from for-
eign experiences and best practices can provide
valuable insights to enhance existing systems or
build new frameworks. By implementing robust
financial monitoring systems, countries can bolster
their ability to detect and deter illicit financial activi-
ties, contributing to the overall integrity of the global
financial system.
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YTkiHa M. C. 3apybixxHun pocsia opraHisauii hiHaHCOBOro MOHITOPUHIY

Memoro cmammi € aHanisysaHHs1 3apybixxHo20 0ocgidy opaaHisauii depxxasHoO20 hiHaHCO8020
MOHIMOpPUH2y Ha OCHo8I nepedosozo 0oceidy KpaiH. 30Kkpema, aHani3yeaHHsI ma ropIi8HSIHHS Mi0Xo-
0i8 pi3HUX KpaiH, suc8imauswuU K4o8i iHcmumyuyii, HopMamueHi akmu ma O0Csi2HEHHS 8 IXHiX 8i0-
MogiOHUX cucmemMax; CripusiHHs PO3yMiHHIO OiegUX NPpakmMuK 8 KOHMeKCMi MOX/1u8020 ModasibWo20
800CKOHareHHs opa2aHi3au,ii 0ep)xagHo20 hiHaHCO8020 MOHIMOPUHaY.

Memodu. MemodonoeiyHot OCHOB0K Cmammi € 3az2allbHOHayKoei ma creuianbHi Memoou
i MemoOu HayKo8020 ni3HaHHs. 30kpema, 051 Knacugbikauii ma paHxyeaHHs1 00C1i0ye8aHOI npasoeoi
Kameaopii «nidpo30in giHaHCO80I Po38IOKU» asmop 8uKopucmas Mmemodu Kracugbikauii ma apyny-
8aHHs1. [opieHsbHO-Npagosuli Memod cmag OCHOB0 8 KOHMeKCcmi aHasi3y 00crioxysaHoi npobirie-
Mamuku 8 YkpaiHi ma 3a KopOoHOM. []1s1 8U3Ha4YeHHs1 ma xapakmepucmuKu rnogHo8axkeHb cyb’ekmig
biHaHCoB8020 MOHIMOPUHaY 8UKOpUCMaHO Memodu CmpyKmMypHO-QOYHKUIOHarnbHO20 aHarlisy.

Pesynbmamu. Y cmammi aemop eu3Hadue 3a2asibHi acriekmu opeaaHisauii rnpoeadKeHHs
piHaHco8020 MoHiImopuHay: (1) HopmamueHo-rpasoea ba3sa; (2) 3eimHicmb ma eed0eHHs1 ObIIiKy;
(3) HanexHa nepesipka krieHma (CDD); (4) pu3uk-opieHmosaHuu ridxio; (5) mexHonozii ma aHa-
nimuka OaHux; (6) HasyaHHSI ma obisHaHicmb,; (7) criienpays ma obmiH iHghopmauiero, (8) suko-
HaHHS1 ma rokapaHHs; (9) MixxHapoOHa crieripauys; (10) peaynspHi OUiHKU ma oHoereHHs. byrno nio-
KpecrnieHo, W0 KOXHa KpaiHa Mae yHikarnbHI MipKy8aHHs ma euMoeau, 3acCHoeaHi Ha ii 3akoHodaesuil
ma HopMmamusgHil 6asi. 3azHavarnocs, wo EamoHmMcbKa epyna nepedbayae iCHyg8aHHS HOmMuUpbOX
moxiugux modernet nidposdinie ghiHaHcoeoi possidku: (1) cydoeoi; (2) npagooxopoHHoI; (3) admi-
HicmpamugHoI; (4) eibpudHoi. Aemop suokpemus ocobriusocmi nobydosu HaujoHarbHUX cucmem
hiHaHc08020 MOHIMOpUHay 8 3apybixxHuUX KpaiHax. 3okpema, y Criony4eHomy Koporniecmei Benukoi
Bpumarii ma [igHiyHoi IpraHdii, CrionydeHux LLimamax Amepuku, SnoHii mowo.

Knroyoei crnoea: Esponelicbkuli Coto3, 0bMiH iHghopmauieto, nidpo30in giHaHCoB8OI po38idKU,
biHaHco8Ul MOHIMOpPUH2, 3aKOPOOHHUU (3apybixHul) doceid.
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