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KaHOn4aT HpPUANYHUX HayK,

CcTapLumMmn BUKNagad kadpenpu agMmiHictpaTMBHOMO npasa Ta npolecy
Opecbkoro gepkaBHOro YHIBEPCUTETY BHYTPILLHIX CnpaB

OPTrAHI3AUINHO-NPABOBI MUTAHHSA
NPOTUAIN KIBEP3JTOYUHHOCTI

BcmaHoeneHo, wo cmpiMKe MPOHUKHEHHSI 8 MOBCSKOEHHE XUMMS KOMITHOMEPHOI MeXHIKU
U KOMITIOMEepPHUX mMexHoso2ail, WO Crpuse po38UMKY IHGhopmayiliHUX, mesieKoMyHikayitiHux
ma iHghopmauiliHO-meneKoMyHiKauitiHUX MepPeX, rnocmasusio rneped CycrifilbCmeoM MuUMmaHHs fpo
HeobxidHicmb 3axucmy 8id npomurpasHuUX rnocseaHb K 0cobucmoi iHghopmauii, mak i Halieaxnusi-
Wwux ceameHmie HaujioHasbHOI 6e3rneku — ghiHaHC0B8020, EKOHOMIYHO20 U iHghopMaUiliHO20.

Y3aeanbHeHO, Wo Kibep3rnoyuHHOCMI pa3oM i3 3az2alilbHUMU O3HaKaMu 37104UHHOCMI enacmusi
U crieyubiyHi chopmu rposisu U O3HaKU, WO «8U2IOHO» 8IOpi3HSAoMb Ii 8i0 «mpaduuiliHux» eudig
3/104UHHOCMI: SIK PasuUsio, BOHa Mae MiXXHapOoOHUU xapakmep (suxodumb 3a Mexi 00Hiel depxkasu);
HasigHi icmomHi mpyOHOW y 8U3HAYEHHI MICUST CKOEHHS 3/104UHY; Maromb Micue criabki 38’3Ku MiX
Pi8HSAMU U naHKkamu 8 cucmemi QoKasie; HEMOXIIU8iCmb CIIOCMepPEeXeHHs ma ¢hikcauii dokasig 3/10-
YUHY 8i3yaribHO; WUPOKe 8UKOpUCMaHHS 3acobig wugpysaHHs1 iHghopmauii; 8idcymHicmb MexaHi3-
Mig KOHMPOJI0, agmomMamusauisi ma WweuoOKiCmb 8UKOPUCMAaHHS «3/104UHHOI» iHGbopmauii; aHOHIM-
Hicmb y mepexi [HmepHem.

KibepanoyuHHicmb Micmume pi3Hi 6UOU 3/104UHI8, WO 30iliCHI0IMbCS 3a O0MOMO20H0 KOMITtomepa
U 6 mepexi IHmepHem. O6’ekmom Kibep3rioYuHie € nepcoHasibHi 0aHi, 6aHKIBCbKI paxyHKU, naporsii
U iHwa ocobucma iHghopmauisa sk hidudyHUX 0cib, mak i 6isHecy U OepxasHoeo cekmopy. Kibep-
3/104UHHICMb € 3a2P030K HEe MINlbKU Ha HaujioHaribHOMY, a U Ha ari06anbHOMY PigHi.

B YkpaiHi 00 Kibep3arnoyuHig 8i0HOCSIMb ropyweHHs1 a8mopCcbKOo20 ripaesa U CyMiKHUX rpas; wax-
paticmeo; docmyrn 00 baHKIBCbKUX paxyHKi8 rninamikKHUMU Kapmkamu U iHwumu 3acobamu, obrad-
HaHHS Or1s1 iX 8U20MOBIIEHHS; yXUeHHS 8i0 crilamu riodamkie, 36opie (0608’a3Ko8uUX namexis);,
He3aKOHHI Oif 3 OOKyMeHmamMu Ha rnepekas; 88e3eHHSs], 8U20MmOoerieHHs, 30ym i po3rno8croOKeHHS
rnopHozpacghiyHUX rnpedmemis; He3aKoOHHe 36upaHHs 3 MemMOK 8UKOpUcmaHHs abo 8UKopucmaHHs
gidomocmel, WO cmaHo8nsime KoOMepuitiHy abo 6aHKI8CbKY maeMHUULO.

O6’ekmom Kibep3anodyuHie Moxxe cmamu 6y0b-sKuli Kopucmyead iHmepHemy.

KnrouoBi cnoBa: iHghbopmauiliHo-merneKkoMyHikauitiHi cucmemu, Kibep3rnoYUuHHICMb, KOMITKOMEePHI
3/7104UHU, O3HaKU Kibep3ro4uHHOCMI, MOHAMMS 3/104UHHOCMI, MPOMUQis.

NMoctaHoBKka npobnemu. HuHi cknagHo cobi
ysBUTK cdepy AiSnbHOCTI, B SKih HE BUKOPUCTOBY-

Hacamnepes BUKNMKAHO TUM, WO rnobanbHi uud-
pOBi TEXHOMOrii BiOKPMBAKOTb HOBI  MOXXITUBOCTI

€TbCSA KOMM'IOTEPHA TEXHiKa, KOMM'IOTEPHI Ta Terne-
KOMYHiKaUinHi mMepexi. XXogeH ckrnagHUn TexHO-
NOriYHUA Npouec He MOXe icHyBaTu 6Ge3 BUCOKMX
(iHcbopMaLiiHUX) TEXHONOrIN, coujanbHi Mepexi
3 KOXXHVMM POKOM 3arny4aloTb MiflbOHN KOpUCTYBa-
4YiB, KOXXEH 3 SKUX [OBIipA€ Mepexi YacTUHY CBOro
ocobuctoro xutTa [1, c. 46]. OgHak i ua cdepa
«BIpTYanbHUX» CYCNifbHUX BIOHOCWH He no3baBs-
neHa BpasnmBoCTi.

Y Hil WNAXoM 3HeoCOBneHOCTi KOpUCTyBadiB
4YacTo 3HaxXoOATb 300paXKeHHs1 HaNBINbLL HULi Npo-
1B 0COOMCTOCTI BHacCNigok Heobi3HaHOCTI Kopuc-
TyBa4diB MpO HasiBHi MOXNMBOCTI Mepexi, BOHa
npocTta 1 OOCTyrnHa Ans 3MOYMHHUX nocsraHb. Lle
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AN OiSNbHOCTI 3M0YMHLIB, CMPUSIIOTb MOLUMPEHHIO
3rI04MHIB y cdhepi NOpYLUEHHS NpaB iHTeneKkTyarnb-
HOI BNacHOCTI, CTBOPIOOTb YMOBM AMsi MOLLUNPEHHS
NPOAYKLUiT MopHorpadiyHOro xapakrepy, Marepia-
nie, WO nponaryloTb KynbT HAacuUNbCTBa i KOPCTo-
KOCTi, pacoBy, HauioHanbHy 4M penirinHy HeTepnu-
MICTb Ta AMCKPUMIHALIO, CMPOLLYIOTb MOXIUBICTb
npvadaHHs i 36yTy HapKOTUYHUX i NCUXOTPOMHUX
3acobis, 36poi ToLlo.

AHani3 octaHHix gocnigpkeHb i nyo6nikauin.
Komm'toTepHi 3no4MHN 11 KIGep3novmH AesKi BYEHI
TPaKTYOTb SK Pi3Hi BUAM (rpynun) 3no4mHIB Yy cpepi
BUCOKMX KOMIMHOTEPHUX TEXHOMOriN, kracudika-
Lis 9KMX 34iicHIOBanacst 3a pPisHMMKM O3HaKamu.
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BogHoyac 0O3Hakol AONA «BiOHECEHHSI» OKPEMUX
3M10YMHIB Y cdhepi BUCOKUX TEXHOMOTIA OO KOMM'to-
TEPHMX B 3araribHOMY BUMAAi € 3HapsAaas1 CKOEHHSA
3MI04MHY — KOMM'IOTEPHA TEXHiKa, a O3HaKow AN
BUAINEHHS Kibep3no4ynHiB — crneuundivyHe cepeno-
BULLE CKOEHHS1 3IOYMHIB — KibepnpocTip (cepeno-
BULLIE KOMITIOTEPHUX CUCTEM | MepeX). AKLLO po3rns-
OaTtun rpyny 3no4uHiB, o6’egHaHy B OKpeMuin po3gin
KpumiHanbHoro kogekcy Ykpainu [4] — «3noumHu
y chepi BUKOPUCTaHHST €NeKTPOHHO-00YMCoBarb-
HMX MaLUMH (KOMITHOTEpPIB), CUCTEM Ta KOMM KOTEPHUX
MEPEX i Mepex enekTpo3B’a3Ky» y BigpuBi Bif iHLLNX
dOopM MPOosABY 3MOYMHHOI NOBEAIHKN 3 BUKOPUCTaH-
HAM KOMM'KOTEPHOI TEXHIKM 1 BUCOKUX TEXHOMOTIN,
BOOHOYAC JOMycKarun, Lo BOHU He nepebyBatoTb
(He BKIHOYEHI) B €QMHY MepeXXy, TO Taka Knacugika-
Lis Mae ceHc. Ix 3anyyeHicTb y Mepexi pisHMX pis-
HIiB i CTBOPIOE MOXIMBICTb ANA 34INCHEHHS AisiHb,
IO XapaKTepuaylTbCs MigBULLEHOK (KPUMIHANBHO
KapaHo) CycninbHOK HEBE3NeKoto.

MeToro cTaTTi € JOCnianTK opraHisauinHo-npa-
BOBI NUTaHHSA NPOTUAIT Kibep3noYNHHOCTI.

Buknag ocHoBHOro matepiany. Kibepanoumh-
HOCTI, pa3oM i3 3aranbHUMM O3HAKaMW 3MOYMHHOCTI,
BMNacTMBi N crneundivHi opMn NposiBU 11 O3HaKMW,
WO «BUMAHO» BIiAPI3HATL 11 Big «TpaguUinHUX»
BUAIB 3NOYNHHOCTI:

— §K NpaBuro, BOHA Mae MiKHAapPOOHWUN Xapak-
Tep (BMXOOWTb 3a MeXi OOHIET AepXKaBn);

— HasBHI iCTOTHI TPYAHOLLi Y BU3HAYEHHI MicLst
CKOEHHS 3MOUMHY;

— HasiBHi crabki 3B’A3KM MK PIBHAMW N NaH-
KaMu B CUCTEMI JOKa3iB;

— HEeMOXIUBICTb CMOCTEepPEXeHHA Ta duikcauii
[0Ka3iB 3M04MNHY Bi3yarbHO;

—  LUMPOKe BUKOPUCTaHHSA 3acobiB LUNdpyBaHHS
iHdbopmaLlii;

— BIOCYTHICTb MeXaHi3MiB KOHTPOSO; aBTOMa-
TM3auis Ta WBWAKICTb BUKOPUCTAHHA «3T0YMHHOI»
iHdbopMmaLi;

— aHOHIMHICTb B Mepexi IHTepHeT.

Buokpemut Hanpsammu npotugii kibepanovnH-
HOCTI Oy»e cknagHo 4epes BaraTtorpaHHicTb LibOro
coujanbHoro sBuwa [2, c. 34-35]. BigsHaunmo
OBa OCHOBHUX Hanpsmku. [o nepLioro Hanpsimy
OOLNbHO BiOHECTW MonepemXeHHs Kibep3anoumH-
HOCTI, WO nepenbayae CTBOPEHHS, cepTudikalito,
niueHsyBaHHs | BNPOBa)KEHHs1 HEeOobXigHUX 3aco-
6iB TEXHIYHOrO i NPOrPaMHOro 3axmncTy iHpopmaldlii;
CTBOPEHHSA creLiani3oBaHnx opraHisauiiHux CTpykK-
Typ opraHizauin i cnyx6 kibepbesneku, cnpsmoBa-
HUX Ha 3abe3nevYeHHs HadiMHOro (PyHKLiOHYBaHHS
3acobiB 3axMCTy, reHepaLis KMtodiB i MaporiB, KOH-
TPOnb WOAO TX BUKOPUCTAHHS, 3MiHi 1 3HULLEHHIO;
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NigroToBKy KBanicpikoBaHMX KaapiB Ans NpaBOOXO-
POHHUWX OpraHiB.

Opyrnin HanpaMoK npoTugil KiGep3noYnMHHOCTI
MiCTUTb BUSIBMEHHS | NOMNepemKeHHs Kibepanoym-
HiB. HuHi npobnema KiHLEBOro BUPILLEHHST opra-
Hi3auii edekTMBHOI B3aemoail Ta kKoopauHauii
cy6 ekTiB NpoTUAii Kibep3noYNHHOCTI 3HaXoOANTLCH
Ha cTagii 3aBeplweHHsa. Came OGaraTtorpaHHicTb
cy0 ekTiB NpoTunAii Kibep3no4nHHOCTI nepenbavae
DaraTopiBHEBY KOOPAMHALiKO iX AISNBHOCTI.

PosrnsHemMo paetanbHiwe cuctemy cy6 exTis
npoTuail kibepanodynHHocTi B YkpaiHi. 3 1991 poky
npu MeHepanbHOMY cekpeTapiaTi IHTepnony cTBo-
ptoeTbcsi Pobova rpyna wogo npobrnem Komn 'to-
TEPHOT 3fTO4YMHHOCTI, sika CIPSIMOBYE CBOHO yBary Ha
po3B’A3aHHsA Npobrem MiXHapoaHOro cniBpobiTHM-
uTBa nig Yac poscnigyBaHHS KOMM OTEPHUX 3M0-
UMHIB. Ak Hacnigok B YKpaiHi cTBoproeTbea Haui-
OHanNbHWUN LIEHTPaNbHUN KOHCYNbTAaTUBHUN MYHKT
Loao npobnem Komn KTepHOI 3noynHHocTi [3]. Lle
[03BONWUMO CUCTEMATU3YBaTU MaTepianu nNpo 3ako-
HOoOaBYe PEryntoBaHHS Ta OpraHisauiiHuMin OoCBig
0opoTLON 3 KIBEP3NOYMHHICTIO B PIi3HMUX KpaiHax,
niaroTyBaTV HWU3KY aHaniTUYHKX 3BITIB i Mybnikauin
Ha Ut TeMaTumKy, o3HanommTu cnispobiTHukie MBC
YKpaiHn, npokypaTtypu, cydy 3 HOBUM BWOOM 310-
YNHHOI AiSNbHOCTI 1 BHECTU CYTTEBI 3MiHM B KPUMI-
HanbHe 3aKOHOOABCTBO.

MpoTArom ocTaHHiX M'ATHAAUSITU POKIB Yy CTPYK-
Typax CBY i MBC cTtBoptooTbCA pi3Hi AenapTa-
MEHTW W BigAinu, OCHOBHE 3aBAaHHA AKMX nons-
rac B 60poTb6i 3 NpaBOMNOPYLUEHHAMM Y ranysi
iHTENeKTyanbHOI BIACHOCTI 1 BUCOKUX TEXHOMOTIMN,
3axmMCTy iHpopmaLii Ta iHpopMaLiiHUX pecypcis
KpaiHu.

5 nuctonaga 2015 poky Gyna cTBopeHa HoBa
Kibepnoniuis, sika € CTPYKTYpHUM nigpo3ginom
HauioHanbHoi noniuii YkpaiHu [5]. OCHOBHOLO Linmnto
Kibeproniuii € pedhopmyBaHHSA i PO3BUTOK NigpPO3-
ainie MBC Ykpainn, ski 3abe3nevytoTb MigroToBKy
i byHKUiOHYBaHHSA BUCOKOKBanidpikoBaHUX cneLia-
nicTiB eKcrnepTHUX, onepaTuBHUX i CRigyYMx nigpos-
Ainis noniuii, Wwo 3airicHiolTb 6opoTLOY 3 Kibeparno-
YMHHICTIO | 34aTHi 3aCTOCOBYBATM HOBITHI TEXHOMOTI|
B OMepaTMBHO-CIY>XOO0BIN JiSANbHOCTI.

1o OCHOBHMX 3aBOaHb Kibeprnoniuii Hanexarb:

— peanizauia gepxaBHOi nonitTMkn y cdepi
OopOoTLOM 3 KIBEP3MOUNHHICTIO;

— npoTuais Kibepano4YMHHOCTI;

— CBOe€YacHe iHopMyBaHHSA
NPO CKOEHHS HOBUX KiBEpP3noYmHiB;

— BMPOBaXEHHHA MporpaMmHuMx 3acobiB Aans
cucTemartusalii Ta aHanisy iHgopmaLii npo kibep-
BUMNALKN, Kibepaarposu 1 KibepanoumHu;
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— pearyBaHH4 Ha 3anuTu iIHO3eMHMUX NapTHepIB,
WO HagxoaaTb kaHanamu HauioHanbHoi Linogobo-
BOI MepeXi KOHTaKTHUX MYHKTIB;

— yyacTb Yy nigBuLLEHHI kBanidikauii cniBpobiT-
HUKIB Moniuii y cdepi 3acTocyBaHHS KOMMN HOTEPHUX
TexHonorin ansg 6opoTbbu 3 KiIGeP3NOUYNHHICTIO;

— yyacTb Yy MiKHaApOAHMX onepauisax i B3ae-
MOZis1 B pexumi pearnbHOro 4acy; 3abesneyeHHs

BOOXOPOHHMX OpraHiB, crneucnyxo0, CygoBOi cuc-
Temn, 3abesneyeHHs akTuBi3auil MiXHapogHOro
cniBpobiTHMLTBA B Ui cdepi.
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YHKLIOHYBaHHSA MepeXi KOHTaKTHUX MYHKTIB MiX
Pi3HUMW KpaiHaMu CBITY.

BucHoBku i npono3uuii. Pobnsaun nigcymok, 3
BiA3HAUMMO, IO NpoTuaist KiIGep3noYMHHOCTI nons-
rac B TPbOX OCHOBHMX HanpsiMKax: nonepeaKeHHs
KiBEpP3NOYMHHOCTI, 3ararnbHa opraHisauis 6opotebn 4.
3 KiGEep3nOYMHHICTIO, MPaBOOXOPOHHA AiANbHICTb,
CrpsiMOBaHa Ha BUSIBNEHHS, MONEPEMXKEHHSA Ta pO3-
KpUTTSA KiGep3no4mHiB, 3aCTOCYBaHHS KPUMIHAMNbHOI 5
BiAMOBIOANbHOCTI 1 MOKapaHHsA OcCib, WO CKoinu
KibepanoumH. MpiopuUTETHMUM HaNPSIMKOM € TaKOX
opraHisauii B3aemogii Ta KoopavHauii 3ycunb npa-

Sirko V. S. Organizational and legal issues of countereaction to cybercrime

It has been established that the rapid penetration of computer technology and computer
technologies into the daily life that promotes the development of information, telecommunication
and information and telecommunication networks, has raised the question for the society about
the necessity for protection against illegal infringement of both personal information and the most
important segments of the national security such as financial, economic and informational.

It is generalized that some scientists interpret computer crimes and cybercrimes as different types
(groups) of crimes in the sphere of high computer technologies, classification of which has been
carried out due to different features. Herewith, the feature for the “attribution” of separate crimes in
the field of high technology to computer crimes in their general form is the tool for committing a crime
that is computer technology. The feature to define a cybercrime is a specific crime environment that
is cyberspace (an environment of computer systems and networks). It has been summarized that
if we consider a group of crimes, united into a separate section of the Criminal Code of Ukraine.
This section is called “Crimes in the field of use of electronic computers (computers), systems
and computer networks and telecommunication networks”. In contrast to other forms of manifestation
of criminal behavior with the use of computer technology and high technology, while assuming that
they are not (not included) in a single network, this classification makes sense. It has been stated
that their involvement into the network of different levels namely creates an opportunity for carrying
out actions that are characterized by increased (criminally punished) social danger.

It has been generalized that cybercrime, along with the general features of crime, has inherent
and specific forms of manifestation and features that “favorably” distinguish it from ‘“traditional” types
of crime. As a rule, it has international character (beyond the borders of one state), and there are
significant difficulties in determining the crime scene. Moreover, there are weak connections between
levels and links in the system of evidence, as well as inability to observe and record evidence of the crime
visually. Finally, the other problems are widespread use of different means of encryption, lack of control
mechanisms, automation and speed of use of “criminal” information and anonymity on the Internet.

Cybercrime includes various types of crime committed on a computer and on the Internet. The
object of cybercrime is personal data, bank accounts, passwords and other personal information
of both individuals and businesses and the public sector. Cybercrime is a threat not only nationally
but also globally.

In Ukraine, cybercrime includes copyright and related rights violations, fraud, payment cards
and other means of access to bank accounts, equipment for their production; evasion of taxes,
fees (mandatory payments), illegal actions with documents for transfer, import, production, sale
and distribution of pornographic items, illegal collection for the purpose of use or use of information
constituting a commercial or banking secret.

The object of cybercrime can be any Internet user.

Key words: information and telecommunication systems, cybercrime, computer crimes, features
of cybercrime, definition of crime, counteraction.
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