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eliychuk V. Methods of committing crimes in the sphere of the use of E-computers
(computers), computer systems and networks, elektrosvyazi and Countermeasures

The article discusses ways of committing crimes in the use of computers (PCs), systems and
computer networks and telecommunication networks, distribution defined crimes in the use of
computers (PCs), and computer systems’ computer networks and telecommunication networks by
Type. To commit such crimes are investigated organized crime, which is determined by a high
probability of social danger, the complexity of identifying, establishing guilt and evidence gathering.

Defined features of committing computer crimes by organized criminal groups, where the
mandatory presence of such a specific participant criminal group as a hacker (Fricker, crackers and
the like). Author drew attention to the fact that this slang term refers to the person who owns the
knowledge and skills of unauthorized entry into a computer system. It is the main executor of the
crime.

Two main types of computer crimes to the first, are crimes in which the object of their
implementation have computers: neutralization or replace data, software and hardware; theft of input,
output, software and hardware; economic espionage and disclosure of information constituting a state
or commercial secrets; other criminal acts of this kind, to the second, illegal actions, the
implementation of which computers are used as tools in achieving the criminal objective: computer
sabotage; Extortion and blackmail embezzlement; embezzlement of funds; deception of consumers,
investors or users; other crimes. The category of “other criminal acts” attributed unauthorized use of a
computer for personal use.

The author defines the concept of computer crime under which it should be understood socially
dangerous act (act or omission) that is carried out using modern information technology and computer
technology with the aim of causing damage to property or to the public interest of the state,
businesses, agencies, organizations of various forms of ownership, public formation and citizens, as
well as human rights.

Besides, the author points to the commission of the above crimes in the banking sector, the basic
ways of committing, highlighted by the most common method of execution. We investigate the
statistical indicators of committing computer crimes over the past two years, characterized by the
appearance in Ukraine of a new type of ATM fraud. The principle of which is meddling intruders in
ATM operation in the process of issuing cash with a special device such as “ fork."

Characterized by the level of computer crime in its quantitative indicators. Defined
countermeasures computer crimes.

Key words: transnational crimes in the use of computers (PCs), systems and computer networks
and telecommunication crimes in the use of computers (PCs), systems and computer networks and
telecommunication networks’ communication, forensics, operational-search activity, crime in the use of
computers (PCs), systems and computer networks and telecommunication networks organized crime
committed, the methods of committing crimes in the use of computers (PCs), systems and computer
networks and telecommunication networks committed organized crime, particularly the commission
crimes in the use of computers (PCs), systems and computer networks and telecommunication
networks that organized crime committed, access control systems, cooperation in the fight against
“card” crime.


