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Chernadchuk T. Legal principles of information security and payment systems: particular
items

In this article is analyzed the situation of the legal support of the Ukrainian payment system by the
author. Attention is put on the question specified in the law a set of elements does not match attribute
sufficient components to ensure the integrity because the absence of such person, measures, phe-
nomenon and instruments like ATM (including electronic) for remittance, electronic telecommunica-
tions and software -software complexes, whereby the transfer of money, precautions functioning of the
payment system, clearing agencies, special means of payment, etc., the current payment system is
devoid of substantive content, and therefore can not function properly, including under the abovemen-
tioned elements in the payment system must recognize mandatory, because without them the specif-
ics are not possible as the organizational structure modeling of any payment system and Characters
legal regulation of money circulation through gaps in the monetary system. It is noted that the payment
organization is a basic element of the payment system because it is an organizer of the social relation
system in remittance in the measures of payment system, include in work all members of payment
system which are together make payment system apparatus and is part of a national system of which
contribute to the organization and functioning of money circulation in Ukraine. Other side making over-
size by the National Bank of Ukraine plays the important role in efficient functioning of payment sys-
tem in the country. It is underlined that the rules of payment system have to install the organizational
structure of the payment system, conditions of participation, the order of entry and exit from the sys-
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tem, risk Management, procedure for initiating and implementing the transfer and mutual transfer in
this system, the procedure for settling disputes between members themselves and between members
and users, information security system, procedure for reconciliation. Regulations of payment system,
and also contracts which are made by the payment organization of payment system participants in the
system have to order to predict the settlement of the cases failure to perform payment system partici-
pants of their obligations. It is determined some problematic points as for information protection during
making transfer. Herewith the system of such protection must ensure continuous protection of infor-
mation as for transfer money on all stages of its formation, processing, transmission and storage, the
information security policy of payment systems should define coherent set of mechanisms and serv-
ices, security, adequate resources to be protected, and the environment in which they are used. In
turn, the information security system is based on the following specific principles: the principle of the
integrity of information, the principle of ensure the confidentiality of information, the principle of access
to information, the principle of denial initiator of the information transfer, the principle of responsibility.

Key words: payment system, domestic payment system, international payment system, interbank
payment system, payment organization, oversize, reconciliation, information, information security, the
principle of the integrity of information, the principle of ensure the confidentiality of information, the
principle of access to information, the principle of responsibility.


